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Decision/action requested

It is proposed to endorse the conclusion of this contribution and approved related CR.
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Rationale

Confidentiality protection for initial NAS message
In last SA plenary meeting, a guidance on initial NAS message protection is made as SP-180914[1], which ask SA3 to to investigate how the procedure defined in TS 33.501 cl. 6.4.6 can be used/modified to reduce the information sent in the clear to only the UE identity (SUCI that is already encrypted or 5G GUTI).

It implies two alternatives: 
1. Only SUCI is included in initial message.

2. There are other IEs other than SUCI is included in initial message, and they are confidential protected.

If the 2nd alternatives happens, there should be unique encryption algorithm and related keys shared between UE and network. That means security context must be existed before initial NAS message sent. That can be made if UE and network are authenticated and negotiate selected algorithm in last communication procedure. 
If there is no security context, UE could not encrpt other IEs. As a result, UE should not sent any IE except SUCI in initial NAS message under this condition.
However, it should be noticed that if security capability is ciphered, no security algorithm can be negotiated. A specific encryption algorithm should be pre-defined. Considering handover, roaming scenario, it implies all UEs and all AMFs shall support to use such specific algorithm. That is impossible task. 

Another way is using public key stored on UICC in R-15. However, this will bring two problems: the first one is all IEs encrypted with such public key should be transferred to Home Network for decryption and that will cause calculation cost about UDM, and UDM needs to send back messages to Visited Network, which is not the role of UDM. The second problem is for legacy USIM. As there is no public key in legacy USIM, UE could not use such key to encrypt. In conclusion, using public key stored on UICC in R-15 also does not make sense.

As a result, security capability could not be ciphered. 
So whhen initial NAS message is sent, it will fall into one of four scenarios as following:

1. There is no security context between UE and network, e.g. when UE wants to access network as very beginning. In this scenario, UE can send initial NAS message only containing SUCI and security capability. Network should trigger mutual authentication and related security procedure to generate security context with UE based on SUCI. After security context is established, other IEs could be sent and protected with security context.

2. There is security context shared between UE and network, e.g. when UE and network stored security context in the last communication. In this scenario, all IEs in initial NAS message can be confidential and integrity protected by using existed security context between UE and network. And there is no need to make new authentication and security procedure any more.
3. Security context is available in UE side but not in network side, e.g. when an error is happened in network side. In this scenario, UE sends full initial NAS message protected by using such security context. However, network could not treat other IEs except SUCI in the message. As a result, network should trigger mutual authentication and related security procedure to generate new security context with UE. And UE should re-transfer other IEs except SUCI and security capability protected by using new security context. 

4. Security context is available in network side but not in UE side, e.g. when UE is powered off temporarily. In this scenario, UE will send initial NAS message only containing SUCI and security capability as UE has no security context. Even network has security context, network should trigger mutual authentication and related security procedure to generate new security context with UE based on SUCI. After security context is established, other IEs could be sent and protected with security context. After security context is established, other IEs could be sent and protected with security context.

In conclusion, confidential protection for initial NAS message between UE and network can be summarized as following:

· If UE has no security context, only SUCI and security capability be contained in initial NAS message. If UE has security context, other IEs can be contained in initial NAS message and be protected by security context.

· If mutual authentication is happed between UE and network, UE should transfer other IEs protected after security channel is established.
Integrity protection consideration for initial NAS message

With analysis above, all other IEs except SUCI and security capability are always protected by using security context. It means not only encryption protection but also integrity protection. What is more, SUCI or GUTI can be seen as protection of SUPI also. This means only security capability is not protected. Thus addional Hash for initial NAS message is not efficient, because it just provides additional integrity protection for only security capability. As a result, HashAMF in TS 33.501[2] cl. 6.4.6 is not needed.
4
Detailed proposal

Based on the analysis in section 3, it proposes as following:
· Security capability should not be ciphered.
· If UE has NAS security context, then UE should send all IEs in initial NAS message protected by NAS security context except SUCI.
· If mutual authentication is triggered between UE and network, UE should send all IEs whichi is sent in previous initial NAS message except SUCI and security capability by using NAS security context generated based on authentication.
· HashAMF is not needed any more.

Related CR is proposed as S3-18xxxx.
